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1. Policy Statement

The aim of this Policy is to standardise the response towards any data breach and ens propriately logged and managed in
accordance with the best practices and applicable laws including Information Technotog ended from time to time), so that:

Data breach incidents are swiftly reported.

Data breach incidents are recorded and documented

COVERAGE:

This Policy shall cover all employees of the Compan bsidiari : rd party personnel having access to information technology (IT) infrastructure of the
Company.

%
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2. Responsibilities A /f\\

\ Y /)

Incident &—J
Incident Type Owner Description Responsibility

Stolen/Lost IT Service
Assets Delivery Incidents relating to loss of any IT Asset

Cyber security Incident related to any IT Policy VioIatiggpk ise\of useraccount or IT systems, loss
breach of data in any way whatsoeyer Data breach management

Incidents where physical securlty gets comp ed (Eg: t;hgatl@/yzéhonsed access Committee & InfoSec team
Physical security i to rentises)

Incidents related to any breach of data cIud| but notllimited to confidential data,
Data breach InfoSec personally identifiable data, proprietary information amongst others

O
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3. Definition

Data Breach: A breach of data security leading to the unauthorized or unlawful acq
use of data or information that compromises the confidentiality, integrity or availak
resources which includes without limitation transmitted, stored or processed data

4. Procedure

The Committee shall consist of following memb

Head of Human Resource

Head of IT/InfoSec

Head of Legal <>

This procedure as srya’rl‘bg followed by thé-Committee in different instances of data breach is as follows:
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ciding the forward in a

The aim of the Committee shall be to ensure that where data breach has occurred, the in
actions are taken to rectify the situation in a manner detailed above.

» Data posted or mailed to the incorrect recipient

e Loss or theft of equipment (IT asset, personal mobile, etc.) g S in any manner

e Cyber attacks

any other form of storage
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Data breaches are categorised into three different categories of criticality - Red, Orange and Yellow as detailed in the below Table. Please note
in case of data breach incidents not covered below, the same shall be categorized by the Committee in its sole discre

Violation Category Yellow

(High) tfegium) (Low)

Password sharing / confidentiality not maintained with Leaving Computer Unlocked in
respect to passwords non-compliance of AT Poli

\/ Documents lying unattended in office,
Stealing ID/Password by any fraudulent method /\Qri er are

Data Security
Privacy

Sharing Company’s sensitive and confidential i ati gssingwnauthorised

with external agents competitors/indi iduals by any means

Usage of Company’s desktop/laptop/tablet as a server to
share unauthorised and confidential information

Transfering/Storing Company’s information on u autho\r?~§d/
external storage devices.

Violating norms of recording, capturing(photograph) of
meetings/slides

Information Trying to solve hardware issues by
Security Services |Misuse of Office/co/m_WO st unauthorised support services
u Staff not using their access
Physical Security cards while entering-following
Sharing access gard with a@ed people others
<3> N >/
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Further, note that InfoSec Security Incident Guidelines shall be followed at all times whilst dealing with any data breaches in 3

4.2 Action Plan:

This policy serves as a guide that may be considered for disciplinary action against offenses committed. Y asi ce, it will be at the discretion of
management to apply a severity level as well as choose an appropriate disciplinary action

Category|Instances and Associated Functions
1st offence - Termination from Service

1st offence - 2nd level formal written warning letter

2nd Offence - Termination

1st Offence - 1st Level Formal Verbal Warning/\
2nd offence - 2nd level formal written warnir{g letter
3rd Offence - Termination 2
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5.0 Disclaimer

6.0 Acronyms Used

Acronym Expanded Form Acronym Expanded Form
Security Incident Any security event occurred to BTPL Information r\\ Evidehce | Required documentation as a proof of Security

Incident
IT Head Heading BTPLIT N Swiggy | BTPL

Direct & Indirect On-roll/off-roll and anyone who rkln OWESSI or deaWth> BTPL Bundl Technologies Pvt Ltd. (Swiggy)

Employees Swiggy’s information

@42
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